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Abstract

Sensor networks are expected to be used at anywhere in

the near future and recently their security problems have

been rising. Due to the limited computing power of senor

nodes, it is impossible to use asymmetric cryptography ap-

proaches for the session key establishment or to apply ad-

vanced encryption method such as AES and DES for the

data encryption. In this paper, therefore, we propose a

key establishment and a data encryption scheme for secure

and energy-efficient data transmission in wireless sensor

networks (WSNs). The proposed schemes just treat sim-

ple operations as a message authentication code (MAC),

exclusive-OR (XOR) and time-spacing key derivation func-

tion (TSDF). Additionally, the security of the proposed pro-

tocols is analyzed.

1. Introduction

Wireless sensor networks (WSNs) have currently been

used for a variety of applications such as environment mon-

itoring, health monitoring, military applications, etc. [1] and

also WSNs are expected to be used at anywhere in the near

future. To support many kinds of applications based on sen-

sor networks, the consideration of security aspects is essen-

tial.

For the satisfaction of security aspects, it is better to

apply well-known asymmetric cryptography such as RSA

and Diffie-Hellman algorithms to key establishment and ad-

vanced symmetric cryptography such as AES or DES to

data encryption. However, sensor nodes have low comput-

ing power, storage, bandwidth and energy [2]. SmartDust

[3], for instance, consist of a 8-bit, 4MHz CPU with only

512 bytes RAM space for data, 8K instruction flash, and
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4500 bytes of available code space. Because of their inher-

ited resource limitation, advanced cryptographic methods

cannot be applied to sensor nodes.

Various key distribution researches [2, 4, 5, 6, 7] and en-

cryption of messages researches [3, 8, 9] were proposed for

the satisfaction of security and energy-efficiency in WSNs.

First, considering key distribution researches, key distribu-

tion schemes are classified into post-key and pre-key distri-

bution according to the distributed time. In post-key distri-

bution schemes, each shared key is established after each

sensor node is deployed on the fields. Their key distri-

butions are based on asymmetric cryptography approaches

which need much more energy consumption and computing

power [6, 7]. Although satisfaction of security is high, it is

too heavy to apply to sensor node.

The pre-key distribution scheme is also classified into

the use of one master key in all nodes or individual key be-

tween two parties. If every node use one master key, it is

very efficient, but its security depends only on master key.

So, the reveal of the master key brings a high degree of dan-

ger to all nodes. The method of using individual key be-

tween two parties is more secure than using one master key,

but it has a key management problem in each sensor node.

For instance, when a new node joins in a sensor network,

its neighborhood also updates a new node’s individual key

[10].

A key negotiation scheme in SPINS [3] was proposed by

A. Perrig et al. and BROSK [11] was proposed by C. Lai

et al. that they belong to a pre-key distribution scheme but

after deployment, they establish a session key between two

parties. In SPINS protocol, for the establishment of a ses-

sion key between two parties, a trustful base station (BS)

creates a session key and it is distributed to the two sensor

nodes. Every session key is created and distributed through

the base station. The traffic on sensor nodes near the base

station is increased and as a result, the battery is rapidly

consumed. In BROSK, the sensor node who wants to estab-



lish a session key broadcasts a negotiation message which is

encrypted by the master key to his one-hop-neighbors. Be-

cause of this broadcasting method, it has the efficiency of

communication. However, when sensor nodes a establish

session key, this method totally depends on the master key

and it cannot authenticate each other at every key establish-

ment due to using same master key, i.e. their ID is open

in WSNs and they use same master key. So they cannot be

distinguished from each other.

Second, considering encryption researches, Hasan et

al. [9] evaluated several cryptographic encryption algo-

rithms such as AES, TEA (Tiny encryption algorithm), DES

and Blowfish (a mini-version of Blowfish). Their studies re-

veal that AES and DES require at a lot of memory space for

lookup tables and that these encryption algorithms are be-

yond a sensor node’s capacity. In SPINS, a counter mode is

used to encrypt the message in which the compacted RC5 is

coded. RC5 requires many memories on its key expansion

steps and uses extreme circular shifts [12].

In this paper, therefore, it is proposed that a key es-

tablishment and a data encryption scheme for secure and

energy-efficient data transmission in WSNs be used. The

key establishment scheme is an advanced hybrid key estab-

lishment scheme which has not only the efficiency of using

a unique secret key but also the security of using a random

key of each pair nodes. The data encryption scheme which

is suitable for WSNs uses only exclusive-OR (XOR) opera-

tion, message authentication code (MAC), and time-spacing

key derivation function (TSDF) for efficiency and security.

This paper is organized as follows: In section 2, the se-

curity requirements are described. In section 3, the assump-

tions and notations are explained. In section 4, the proposed

protocol is presented. Then, the proposed protocol is ana-

lyzed how efficient it can be and whether it can meet several

security requirements or not in Section 5. Finally, the paper

is concluded.

2. Security Requirements

In this section, the security requirements on sensor net-

works are described.

• Confidentiality Confidentiality means that some secret

information should be protected against any third par-

ties who are not certified. In the case of key establish-

ments, they exchange secret information among nodes.

This information should be encrypted, and only the

nodes which have the shared key should be able to

check the information. In this way, the confidential-

ity is satisfied.

• Authentication Authentication confirms the partici-

pant’s identity, so it distinguishes the legal users from

any potential attackers in the cyber communication

network. In the case of sensor networks, the data

which was given and taken among each sensor node

need verification whether the data come from a trust-

ful sender. If not, it permits false data, and it causes

trouble in the behavior of the network. Therefore, mu-

tual authentication can protect this problem.

• Integrity Let the information be safe without any unex-

pected change in insecure networks by protecting the

information. In order to guarantee the integrity, the

sensor should become aware of any quick change of

the data such as the insertion, deletion, and substitu-

tion by unauthorized third parties. Integrity should be

guaranteed in many fields of sensor application such

as pollution and healthcare monitoring because they

require the exact result.

• Freshness It guarantees the freshness of the message.

It means that the message should follow the order of

the message, and do not reuse the information. For

the freshness, network protocol should redesign the

method to identify the duplicate packets, and to cast

the message in order to prevent any possible mix-up.

An attacker’s insecure information gathering can dis-

turb the freshness.

3. Assumptions and Notations

In this section, some essential assumptions and notations

are mentioned. First, system assumptions and network re-

strictions are mentioned. It is assumed that

- WSNs are open networks, i.e. adversaries can eaves-

drop on messages in communications.

- Each wireless sensor node has an opened ID and iden-

tical master key which is saved before it is deployed.

- The message of data transmission has the same length

and its length is not too long. For example, the data

size of TinyOS is 28 bytes as a default [13]. In this

paper, a 32-byte key length and data length are used.

- The sensor nodes transmit information to BS when

some events have occurred.

Next, the notations used throughout this paper as follows

(Table 1) are defined.

4. The Proposed Protocols

In this section, we propose key establishment scheme

and a data encryption scheme for secure and energy-

efficient data transmission in WSNs.



Table 1. Notations

Notation Meaning

Nodei Sensor node i

Node∗ Each node of one-hop-neighbors

IDi Identity assigned to Nodei

K Master key

SKAB Session key between NodeA and

NodeB

M Transmission message

⊕ An exclusive-OR operation

‖ A concatenation operation

Ni Random number generated by Nodei

Ti Timestamp generated by Nodei

MACK(M) A message authentication code of mes-

sage M created by key K

TSDF (S(t)) Time-spacing key derivation function

(TSDF) for making derivation key of

(t+1)th encryption, S(t) is t-th deriva-

tion key.

ESF (K) Extract seed function (ESF) which is

explained in subsection 4.2

RCS(n)(x) n-bit right circular shift of x,

RCS(n)(x) = (x >> n) ∨ (x <<

256 − n), where ∨ is bitwise OR

4.1. Key establishment scheme

The proposed key establishment scheme consists of two

phases: an initial key establishment phase and a key update

phase.

[Initial key establishment phase]

The initial key establishment phase of proposed key es-

tablishment scheme is illustrated in Figure 1.

1. When NodeA establishes an initial session key

with his one-hop-neighbors, NodeA first chooses

a random number NA, and then computes V =
MACK(IDA‖NA ⊕ K). After that, he broadcasts

IDA‖V ‖NA ⊕ K to his one-hop-neighbors.

2. The receivers, Node∗, verify V
?
= MACK(IDA‖NA

⊕K). If the verification is right, they also

choose random number N∗ and compute

X = MACK(ID∗‖NA ⊕ N∗), and then reply

ID∗‖X‖N∗ ⊕ K. Otherwise, the receivers reject the

message and send request message again.

3. NodeA also check X
?
=MACK(ID∗‖NA ⊕N∗) and

if the check is wrong, reject the message and send the

request message again. Finally, NodeA and Node∗

have an initial session key SKA∗ = K ⊕ NA ⊕ N∗,

respectively.

[Key update phase]

In the key update phase, a new session key is established

by the previous session key not the master key. In other

words, each node sends a random number and MAC using

the previous session key to the other node. The key update

phase of the proposed key establishment scheme is similar

to initial key establishment phase. So, the key update phase

is simply described as follows:

NodeA −→ NodeB : IDA‖V ‖NA ⊕ SKAB

SK
′

AB
= SKAB ⊕ NA

1. When NodeA wants to a update session key with

NodeB , NodeA chooses a random number NA and

computes V = MACSKAB
(IDA‖NA ⊕SKAB). Af-

ter that, he gives IDA‖V ‖NA ⊕ SKAB to NodeB .

2. The receivers, NodeB , verify V
?
= MACSKAB

(IDA‖
NA ⊕ SKAB). If their verification is right, NodeA

and NodeB update session key SK
′

AB
= SKAB ⊕

NA respectively. Otherwise, the receivers reject the

message and send the request message again.

According to a security satisfaction of environment, the

update of a session key happens periodically.

4.2. Data encryption scheme

In order to explain the data encryption scheme, the rele-

vant symbols are defined as follows.

Definition 1 ∀n > 0,
n⋃

i=1

B(i) = B(1)||B(2)|| · · · ||B(n)

, for all n ∈ Z, B(i) is 4 bits block.

Fact 1 S(t) =
64⋃

i=1

B(i) = B(1)||B(2)|| · · · ||B(n)

When NodeA transmits secret information to NodeB ,

the delivery message is as follows:

NodeA −→ NodeB : T‖D‖MACSKAB
(D||T )

Where D is RCS(seed)(TSDF (S(t))) ⊕ M (as shown

Figure 2). NodeA makes MACSKAB
(D||TA) for data in-

tegrity and freshness, and sends to NodeB with a times-

tamp and encrypted message D. The numerical expression

of TSDF is as follows:

TSDF (S(t)) =

64⋃

i=1

B((seed+1)i−seed (mod 64))



Shared information: MACK(M),K

NodeA Node∗

Choose random number NA

Compute V = MACK(IDA‖NA ⊕ K)
IDA‖V ‖NA⊕K

−−−−−−−−−−−−−−−−−−−−−−−−→

Verify V
?
= MACK(IDA‖NA ⊕ K)
Choose random number N∗

Compute X = MACK(ID∗‖NA ⊕ N∗)

ID∗‖X‖N∗⊕K

←−−−−−−−−−−−−−−−−−−−−−−−

Verify X
?
= MACK(ID∗‖NA ⊕ N∗)

Each node computes SKA∗ = K ⊕ NA ⊕ N∗

Figure 1. Initial key establishment phase of proposed scheme

Where S(0) = SKAB and the seed is extracted by ESF

which uses a bit array of a session key and a 5-bit slid-

ing window. The method of extracting seed is that binary

value of 5 bits sliding window converts decimal value. Af-

ter extracting seed, the sliding window shifts 5 bits and if it

reaches the last bit of the bit array, it turns back to the first

bit of the bit array, i.e. it makes a cycle. The number of

shiftings serve as a counter. If the synchronization of data

transmission is broken by errors of communication, the pro-

posed counter exchange protocol in SPINS [3] is used. The

ESF and TSDF is illustrated in Figure 3.

5. Analysis

In this section, the security of the proposed protocols are

analyzed according to the requirements defined in the sec-

ond section and the efficiency of proposed protocols.

5.1. Security analysis

In the key establishment scheme, NodeB can get NA

from the NA⊕K, but attackers cannot get the value NA be-

cause they do not have the master key K or the session key

in the key update phase. In the data encryption scheme, each

communicating node sends a message which is encrypted

by the derivation key. Hence, a receiver node which has the

same derivation key can decrypt the message exactly, but

any adversaries cannot have the original message despite

being able to intercept the message.

By using the MAC, the proposed protocols provide the

authenticity. In the proposed protocols, MAC includes

node’s ID. Each node checks whether its partner is valid

or not using MAC. Even though the ID is opened, the ad-

versary does not know the session key between two nodes,

and he cannot get the correct value of the MAC. When the

adversary sends the wrong value of MAC, the session will

have failed.

The proposed protocols provide the message integrity by

MAC. When NodeB responds to the message for key estab-

lishment, NodeA can decide the integrity of the message

through NB in MAC. Additionally, when data is transmit-

ted, D with D in MACSKAB
(D‖TA) is compared and its

integrity is verified.

The proposed protocols provide freshness by the change

of session key and timestamp. In the key establishment

scheme, even though adversaries try to reuse previous mes-

sages, the session key used in MAC is changed continu-

ously. Therefore, the freshness of the key establishment

scheme is satisfied. For example, if an adversary tries to use

IDA‖MACK(IDA‖NA ⊕K)‖NA ⊕K in another key es-

tablishment scheme, its key establishment scheme is termi-

nated due to the updated session key. In the data encryption

scheme, the derivation key is also changed continuously,

but according to the sensor environment, the derivation key

can be used repeatedly from the sliding window rotation.

Hence, for complement of its problem, timestamp is used in

the data encryption scheme. Through the timestamp, even

if the derivation key is used again, the freshness of data en-

cryption scheme is satisfied.

Finally, the encryption using XOR operation and the se-

curity of derivation key are analyzed. The XOR operation

has the following property:



M ⊕ K ⊕ K = M

In other words, using the same two keys in the XOR op-

eration makes an encrypted message be decrypted as below.

The weak point of this method is well known [7].

E(A) ⊕ E(B) = A ⊕ K ⊕ B ⊕ K = A ⊕ B

Although adversaries get a lot of collection like A ⊕ B,

they can find some patterns and get some secret information

partially but not exactly. But, if different keys are used,

the message is not revealed. Therefore, the proposed key

encryption scheme provides good security due to using the

derived key from the key spacing function.

Additionally, brute force attack which is a method of de-

feating a cryptographic scheme by trying a large number of

possibilities can be considered. In Wi-Fi Protected Access,

because its security depends on key size, to protect against a

brute force attack, a random key of at least 20 bytes should

be used, and 33 bytes or more is recommended [14]. Our

protocols can protect against a brute force attack because 32

bytes of key size were used and a session key is updated by

periods.

5.2. Efficiency analysis

It is important to minimize the computational cost of a

sensor node. In the initial key establishment phase, the

broadcasting method is used. If one node has n one-hop-

neighbors, it is 1
n
× 100 (%) more energy efficient than the

normal method approximately. The computational cost and

the communication cost of key establishment scheme are

described in Table 2.

In the data encryption scheme, the sensor node of our

scheme requires just a 256-bit XOR operation, one rear-

rangement of the session key, and a right circular shift. It

Message

TSDFSession key

Encrypted message

32 bytes

ESF

Seed 5 bits

RCS

32 bytes

32 bytes 32 bytes

32 bytes

Figure 2. Encrypted message

0 0 0 1 0 0 1 1 1 0 1 0 0 1 1 0 0 1 0 0 1
The bit strings of 

session key

Sliding window

1st extracted seed = 2
1
= 2

2nd extracted seed = 2
1
+ 2

2
+ 2

3
= 14

256 bits

(a) Extract seed function

B
(4)

B
(3)

B
(2)

B
(1)

If extracted seed =2

B
(64)

B
(63)

B
(62)

64 blocks

4 bits

B
(10)

B
(7)

B
(4)

B
(1)

B
(62)

B
(59)

B
(56)

( )t
S  

( 1)t
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!
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( ) (( 1) (mod  64))

1

( )t seed i seed

i

TSDF S B
! "

 

  

(b) time-spacing key derivation function

Figure 3. ESF and TSDF

Table 2. Cost of key establishment
The number of

MAC XOR communication

Sender 2/1 3/1 1/1

Receiver 2/1 3/1 1/0

* initial key establishment / key update phase

is more efficient than other ciphers using several permuta-

tions and substitutions in not only computational cost but

also memory space consumption.

6. Conclusions

This paper proposed light weight secure protocols for

data transmission in WSNs. These proposed protocols sup-

port key establishment and data encryption of communica-

tion nodes. For key establishment, only MAC and XOR op-

erations are used in an efficient manner and in the initial key

establishment phase, communications costs are saved be-

cause of broadcasting method. For data encryption, a new

encryption method providing efficiency and security from

using XOR operation and time spacing key derivation func-

tion was proposed. These proposed protocols are also satis-

fied at security aspects, which are confidentiality, authenti-

cation, integrity and freshness.

It is expected that proposed protocols have a close rela-

tionship with various environments and applications. From



this point of view, practical testing and simulations are

needed and more studies about the specific nature of wire-

less sensor networks are needed.
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